
Republic of the Philippines

@tfire of tlte Soliritor General
134 Amorsok) St. Legaspi Village, Makati City

Technical Worlting Group ti>r
Irrftrrmation and Corn nr u n ic:ation s Technology

TERMS OF REFERENCE

Procurement and Subscription of l-year cloud and server
virtualization software with on-site support services

Background:

The Office of the Solicitor General is working on a transformative initiative
to strengthen its current virtual assets 6n6l lpdate iLs virtualization software to
refresh its Virtual Machine capacity. With this endcavor, the OSG's physical
servers and storage infrastructure will have more operational flexibility when
managing various server operating systems (such as Linux and Windows). By
managing virtual assets and embracing the benefits of virtualization, thc OSG
intends to boost operational performance, reducc hardware expenses, and
simplify IT administration operations.

The OSG intends to use this upgrade to take advantagc of virtual machines'
capabilities to create virfualized cnvironments that resernble actual hardware
while supporting many operating systems simultaneously. The OSC hopes to
simplify infrastructure management by merging malty server operating systems
into these virtual environments, allowing faster reactions to ncw issues ancl
technology trends. This tactical dccision illustratcs thc Office's commitment to
staving on the cutting edge of technological breakthroughs in computing and
virtualization, and it represents a significant advancement in the Office's
technological capabilities.

Objective:

The Office of the Solicitor Ceneral (OSG) is seeking a winning service
provider to dcliver tu,elve (12) months of cloud ancl server virfualiz-ation software
with on-site support sen'ices. This requirement underscores the OSG's
commitment to ensuring the seamless operation and performance of its
virtualizecl infrastrucfure, encompassing both server ancl storage systems. Thc
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selectcd pro\.ider will plav a crucial role in ensuring the efficicncy and reliability
of the OSG's virtual assets throughout thc designated maintenancc pcriod.

The allotted budget is intended to cover the costs associated with softwarc
maintenance, technical assistance. and potential enhancements, ensuring that the
OSG's virtualization software rcrnains up-to-date and fully functional, meeting
the dvnamic demands of its operations.

Terms:

1.

Software.
Scope Subscription of Cloud and Soflware Virtualization

2. ABC. - The Approved Budget for the Contract (ABC) is Four Million
and Three Hundred Thousand Pesos (P4,300,000.00), inclusive of all gor.ernment
taxes, charges, and other standard fees.

P 4,300,000.00

3. Scherlule of Payment. - To guarantee the performance by the winning

bidder of its obligations under the contract, it shall post a performance security

before the signing of the contract. The performance security shall be in an amount

not less than the required percentage of the total contract price in any of the

following forms and in accordance with the following schedule:

ITEM QTY
UNIT
COST

Subscription of 1-year cloud and
server virtualization software
with on-site support services (120
cores)
(Coverage Date:01-]AN-25 to 31-
Dec-25)

1 Lot 4,300,000.00 4,300,000.00

TOTAL

TOTAL

ICT SUBSCRIPTION
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a) Cash or cashier's/ manater's check
issued by a Universal of Commercial
Bank.

50/o

b) Bank fuaft/ guarantee or irrevocable
letter of credit issued by a Universal or
Commercial Bank; ltoueoer, it shall be
confirmed or authenticated by a

Universal or Commercial Bank if
issued by a foreign bank.

50/o

c) Surety bond callable upon demand
issued by a surety or insurance
company duly certified by the
Insurance Commission as authorized to
issue such security.

30o/o

Amount of
Performance Security

(Not less than thd
required Yo of the

Total Conkact Price)

Statement of
Compliance

All bid prices shall be considered as fixed prices and,
therefore, not subiect to price escalation during contract
implementation.
The supplier shall be paid in full, sublect to deduction of
applicable taxcs, upon the issuance by the OSG of the
corresponding Certificate of Acceptance as follows:

Within thirty (30) days from completion of the
delivery and issuance of the Inspection and
Acceptance Report by the OSG and submission of
all other required documents - 9570 of the contract
price.
One (1) year from the issuance of the Inspection
and Acceptance Report by the OSC - 5% of the
contract price.

Statement of
Compliance

Form of Performance Security

TERMS OF PAYMENT
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4. Qrmlifcntions of tfu Supplier:

a The biclder must have completed, within the last five years
from the submissio"r clate and receipt of at least one (1) single
contract of a sirnilar nature alnounting to at least twenty-five
percent (25%) of the ABC. For a similar contract/ thc bidder
must havc complctccl at lcast onc (1) contract for virtual
machine software, cloud-basetl virtual platform, Kubernetes,
or anv virtual containers within the last five years.

b Thc biddcr shall submit a valirl and current certification
stating that the supplier is an authorized dealer with full
support from the manufacturer.

c The biddcr must havc at lcast onc manufacturer-certified
engineer for the offered brand. A certificate is required as part
of the technical component of the bid proposal.

cl The bidder must have a main or satcllitc officc in or around
Metro Manila and/or nearbv provinces.

5. Delittery - 10 days upon receipt of the NTP.
6. Applicable provisions of the Government Procurement Reform Act

(RA No. 9184) and its Revised Implementing Rules and Regulations (RIRR) shall
form part of the Terms of Reference.
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Technical Specifications:

1 Subscription of 1-vear cloud and sen,er virtualization
software with on-site support services (120 cores)
from coveragc datc: 01-J AN-25 to 31-Dec-25.

2 Must provide a flexible and simplified privatc cloud platform
with public cloud extensibility. Full-stack Infrastructure as a

Service (laaS) solution that delivers software-defined
compute, storage, networking, and managemcnt into a single
solution.
Must have an integrated self-service infrastructure platfonn
to deploy VMs/containers for developer agilitv.
Hardened platform offering built-in resilicncc, scaling, and
clustering for non-stop operations.

Provides clou<I agility to scale inJrastructure without scaling
staff, delivcring cloud consumption on-premises.

Provides automation and orcheshation to simplify Day 0,

Day 1, and Day 2 tasks.

The software must be available as a single, unificd packagc
(SKU) containing all components to simplifv full-stack
deploymcnt.

? Must havc thc following fcaturcs:

Compute:

Provides a robust, production-provery high-performance
virtualization layer.

Allows live migration of virtual machines from one
hypervisor host server to another with no disruption to users
or loss of service.

Allows movcmcnt of virtual files from one rlata storage
location to anothcr with no clisruption to uscrs or loss of
service, for example from a local data store to a sharcc{ data
store.

SPECIFICATION / PARTICULAR

Subscription of .Server Virtualization Software

ITEM
Statement of
Compliance

I.
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Allows live migration of virtual machines from one

hypervisor host sen,cr to another, where the hosts exist
across different virtual switches.

Allows cold migration oI virtual machincs from one

hypervisor host scrvcr to another, where the hosts exist
across different virtual switches.

Prorrides secure access and account managcmcnt.

Provides remote attestation for sensitivc workloads

Provides simple and effective centralized management for
virtual machinc templates, virtual appliances, ISO images

and scripts

Distributed Resource Schecluler, Distributccl Switch

Cross-VC vMotion, Long Distance vMotion, Dircct Path
vMotion, Storagc vMotion, or equivalent technology for
automated (live) and manual migration of storage and virtual
machines.

High Availability, Fault Tolerance, Data Protection, Trust
Authoritv
Kubernetes Runtimc, Automated Multicluster Operations

Advanced scrver management software that provides a

centralized platform: Backup and Restorc, Linkecl Mode,
High Availability (HA).
Create and manage virtual machines and containers,
providing a flexible, secure, and scalablc computc platform
Storage:

1 TiB / Core Data-at-rest and Data-ln-Transit Encryption

1 TiB / Core Stretchecl Cluster with Local Failurc Protection

1 TiB / Core Petabvte Scale, Disaggregateci Storagc

1 TiB / Core Dedup & Compression

offers integrated, secure, scalable storage solutions that
enhance resource efficiency and reduce operational
complexity
Networking:
Distributecl Switching and Routing
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Load-Based Teaming

Network I/O QoS Control (NIOC)

Private VLAN
Gucst VLAN Tagging

VLAN Backed Virtual Netw'orking

Virtual Networking
Policy. Tagging, and Grouping
Manager / Controller Clustering

Fcdcration

Ec{gc in VM anci Barc-Metal Form Factor for Networking

Automatec{ and Manual Managcr and Eclge Deplovment

Automatccl Host Prcp

Port Mirroring
Nctflow/lPF-lX
Traccflow

Live Traffic Analysis

Packct Capturc

Largc-Scalc Workloaci Migration
Nctwork Ops: Flow Analysis, App Discoverv, M-Seg

Plamring, Nefwork Assurance and Verification
Centralizes provisioning, administration, and monitoring by
using cluster-level network aggregation
Management:

Operations: Performance Optimization, Capacity
Management, Compliance, Monitoring and Troubleshooting,
Log Analytics
Automation: Automated Lifecycle Management App/lnfra
Provisioning, Governance

Any Thirtl-Party Database. Middleware, and Application
management packs

Monitoring anc{ Troubleshooting lbr Applications with Open-
Sourcc Telcgraf (for collecting, processing, aggregating, anrl
writing mctrics, logs, anc{ other arbitrary c{ata)
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Out-of-the-box Monitoring and Troubleshooting for Curated
Applications with Telegraf agent

Native Public Cloud Monitoring

TVS management packs

Must have an automation engine (admin UI) that orchestates
all the software-definccl clata centcr infrastructure
components with the following features: Workload Domain
Management, Lifecycle Management, and Certificate
Management streamlining deployment, configuration, and
updating proccsscs

Enable seamless migration, rn orkload rebalancing, and
disaster recovery across privatc and public clouds
Must include the following Automation:

IaaS Consumption Surface

Policy-basccl Covcrnance

Inlrastructurc as Corie

Kubernetes Automation

Network Automation

Private AI Automation

Must have an automation engine (admin UI) Infrastructure
Consumption
Workload Lifecycle Management

Orchestration & Extensibility

Must include the following operations:

Visualization (OOTB; Custom): Dashboards, Views, Reports, Heat
Map, Performance Charts, Super Metrics, Metric Correlation,
Relationship Mapping
Performance l\4onitoring and Analytics

Real-Time predictive capacity management, including trending
(Workload What-If analysis), righrsizing, workload optimization
(manual and automated)
Troubleshooting with guided remediation

Configuration Managcmcnt for custom VM profilcs

Service Discovery anrl Application Dcpcndr.ncy Mapping

Logs Alerting
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|.ogs \lachint I,.'.rrnirrgi,/ analv tics

I hc [,itltlcr nlust pr()\'irlc ()l]sitc srrp[,()rt for irrst.rllinq antl
dopk\ing s()lt\^'.u(' patchcs .lnd vL'r'si()r1 upgrd(lr's.

I-ogs ,\cti."'c I)ilr',-torv intcilr.r ti()n

I ogs liolt-l.ascd ac(r,ss corttrol

I o1;s Qut'r'r' .\ l'l
l-ogs Schc'tl u k'ti rl.rshbo.rr<l lcl'olts
l.o1,,s I 

)arti tionini,,

l

N'lust incltrr.lc 2-lx7 Rcgional arrtl Clot.ral Co','crast support and
Ftrstt'r I'rvicr' Ltvcl Agrccmcnt
\lrrst includc .rcti\'.rti()n (lnrl upqrddc supp()rt

l-ogs Corrtrtt lhck supl'o11

l i\lust srrppolt Clontl or (Jn-Prt'nrist's Fnvirornrcnt
() \lust irtcltrtlt ['honc trrrt] llnrail Remoti'Suppolt st'n it-r's
7 \ lusI iltt lutlt'arr unlimitt,rl nLrmtror of supp()rt r('(lLrcsts

li
9

\lust irrL lutlt'arr unlinriLctl nunrbr,r trl strpPor'I atlnrinistr','rtors

NIust havr. orrlint'trccoss ttl r.locumurtation, knou'lr,,.lgo btr st'

.rrti('los, r-liscttssion forur.trs, antl otlrt'r tccl.rrrical rcs()Llr'a('s

t0 \4nst irrcludo onlirtt'acct'ss to plollur-t updatos anrl upgraclt,s

il.

I
L

2

Must havt'a targct rcsponsc timc of 30 mir)utL's or lcss, 2-l

hours/dat,, 7 davs/wcek

Thc bicltlt'r nrust hdvc a 2J-hour r 7 tlals hclptlcsk phone trntl
olr.l.lil h\-hlrical suPp()rt n ith .3() nrinutcs ol lt'ss rt sPortst tir.t'tt'

lirr irrcirlcnts lcl,rtc(l h) tlrc Softr'r'.rrr' Lict'nst's Irsk'd in thc
tcchnicaI rt tluilcme nts.

Tht' bitLlel nrust pr()\:ido 2-l houls r 7 clavs oi (nrsit(' tt'chnical
support vr'itlr tlvo (2) houls of responsc time iol clitical
incitlt'nts. Critical ir.rcitlcnts arc tlcfinctl .rs irrtitlcnts that
pr'(ll'('nt OSC frottt srr,.-r't'ssfrrllr' plovitlinil lT s('rvi( ('s (lur' t()

tht l.rilult' ()1. svstr'lns running orr softlla lo
Tlrc bitldcr slroultl atltlress an unlimitecl numl.rcr o[ support
r(rqlr(sts os('alat(.d bv OSC.

+

II. Software Maintenance and Technical Support for a period of 12 months

--r--
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c The biddcr must provide access to the Virtual Machines
portal for downloading the latest product contents, patches,
updates/ upgrades, including extensive online self-help
resourccs and knowledge base.
Advisory to patches and fixes shall also be provided.
The bidder must provide unlimited corrective maintenance
activity (if applicable) and must meet the following conditions:

. Twenty-four (24) hours by seven (7) days of support
during the contract duration

. Thirty (30) Minutcs response time for phone anc-l email
and
2 hours response time for on-site support

Root cause analysis for all support cases filed
7 The bidder must submit the service report within five (5)

calendar days after rendering the service.

tt Thc bidder must provide complete documentation for the
Activity Plan on installing patches and upgrades and Root
Cause Analysis for incidents encountered.

9 The bidder must providc a procedure for support and
problem escalation.

10. The bidder must conduct system health checks every quarter.
. System/ Application patches, fixes, security patches,

and alerts
. System/ Application profile
. Resource utilization
. Log analysis
. Formal reports on the output of conducted health check

Submission of health check report within five (5) calendar
days after rendering service

11. The bidder must provide a certificate for the above services as

part of the technical requirements.

6.
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BERNADETTE M. LIM
Dir IV - FMS

Technical Working Group for ICT Subscriptions

S N. VILLASERAN

DIR IV ARDO ALEJANDRO O. SANTOS

ITO IIIJAWIE ICK S. MALICDEM

ITO II RIC S. LA CRUZ

sAo Jo A

CMT III JESUS INO CHUA

AO IV RAY IE V. ALEGRE

Approved/Disapproved Certified Funds Available:

MENARDO I. GUEVARRA
Solicitor General


